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Abstract: This paper is concentrated on detecting and analyzing the Distributed Denial of Service
(DDOS) attacks in cloud computing climates. This type of attacks is often the source of cloud services
disruptions. Our solution is to combine the evidences obtained from Intrusion-Detection-Systems
(IDSs) set up in the cloud system. This paper discusses the various DDOS attacks and the defense
mechanisms that can be employed to secure the cloud. In proposed work, we developed AODYV routing
protocol for route discovery within the cloud system. We are implementing two types of environment
for detection and preventions from DDOS attack. First one is based on only AODV routing protocol
but in next part we implement detection and preventions from the DDOS attack using fuzzy logic with
AODV routing protocol. Fuzzy logic is used for the optimization purpose, with the help of fuzzy logic.
We can detect exact location of attackers and after that we can prevent from this type of attacker. For
implementation of this proposed work we use data acquisition and communication toolboxes within
MATLAB software.

Keywords: Cloud Computing, Cloud Security, Distributed Denial of Service (DDOS) Attacks,
Intrusion Detection Systems, Optimization Techniques and Fuzzy Logic.

l. INTRODUCTION

Web applications are similar to e-business, internet banking, enterprise coordinated effort and supply
chain management suites and presume that at the least 92% of Web applications are helpless against
some type of assault. The detection of DDOS attack is very important for management of security in
web services. Security has to be take care in web log files to deliver high level data rate in network.

Figure 1. DDOS attack in Cloud

Web has transformed into a fundamental bit of our lives nowadays, so the frameworks which are
helpful in extricating the information show on the web is a captivating area of investigation. Content
information is the social event of actualities a site page is intended to contain. It may contain content,
pictures, sound, video, or organized records, for instance, records and tables. Exploration activities on
this subject have drawn intensely on strategies grew in different disciplines for example, Information
Retrieval (IR) and Natural Language Processing (NLP). Web structure mining is the procedure of
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finding structure data from the web. This can be further isolated into two sorts in view of the sort of
structure data utilized.

A Web log file is a record which records data of action when the web server discovers the solicitation
from the web client. Web access log is the primary wellspring of crude information which we should
exchange to as log record. As log files are at first compensated for debugging purposes.

An intrusion detection system (IDS) inspects all inbound and outbound network activity and identifies
suspicious patterns that may indicate a network or system attack from someone attempting to break
into or compromise a system.

Site files
Pre-processmg Pattemn discovery Pattern analysis
Infersstmg
Pre-processed > Rule rules
Raw logs click stream pattems pattemns
stafistics statistics

Figure 2. Web log mining process

Dos is the type of attack in which attacker gets the access to denied resources and then made chnges
accordingly [6].

There are different ways to launch DoS attacks:
« Abusing the computers legitimate features.
» Targeting the implementations bugs.
* Exploiting the system’s misconfigurations.
DosS attacks are classified based on the services that an attacker renders unavailable to legitimate users.

Fuzzy Model is the generalized model of previous classic models. As the output is not limited to only
0 and 1, so the theory of fuzzy logic is introduced. It is also known as diffuse logic. Difference between
fuzzy logic and classical model is introduced using membership functions. Consider a finite set [10,
11],

C={cl,c2,c3....cn}
It is the universal set. Now according to graphical representation, suppose fuzzy sets has only two
elements c1 and c2. So the degree of fuzzification can be called as entropy. Therefore, entropy can
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be shown as:
E=;—; : Where f1 and f2 are the distances

1. RELATED WORK

Bridges et.al proposed genetic algorithm and fuzzy based IDS system.Li et.al proposed IDS system
based on genetic algorithm. Genetic algorithm worked by using fitness function. Dilpreet kaur et al
[27], presented the overview of various atatcks in web log files. RimmyChuchra et al [28] focused on
Web agents identifying online attack with itsintroduction. S.Mirdula et al. [29]dealt with the
significance of web application and its security is expanding step by step, yet conventional systems
neglects to give security to web application. Diallo Abdoulaye Kindy et al. [30] depicted a detailed
survey on various aspects of sgl injection in web application. This research also deals with
vulnerabilities related to SQL injection, innovative attacks and remedies. PallaviAsrodia et al. [31]
analyzed that amount of network traffic flowing over their nodes has increased day by day. This paper
focused on the concept of packet sniffer, its working principle which used for analyzing network
traffic. Sokratis et al. [34] proposed the network Intrusion Detection System.

Ir.  SIMULATION MODEL

In proposed work detection and prevention of dos attack is done using GA and fuzzy logic.
NodesNum = input('Enter the number of Nodes");
TotalPackets = 1000;
rounds = input('Enter the number of Rounds');
SourceNode = inputdlg(‘Enter the Source Node");
DestinationNode = inputdlg('Enter the Destination Node");
SourceNode = str2double(cell2mat(SourceNode));
DestinationNode = str2double(cell2mat(DestinationNode));
Plot network
Get coverage set for source and destination.
Evaluate metric values
Do optimization
Again, get values for parameters
end
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Figure 3. Methodology Flowchart

Simulation parameters:
for u=1:nodes
errornormal(u)=2*rand;
errorattack(u)=20*rand;
energynormal(u)=10*rand;
delaynormal(u)=rand;
delayattack(u)=20*rand;
PDRN(u) = 10*rand;
end
end

V. SIMULATION RESULTS

Throughput for three scenarios like normal network, without optimization and with optimization using
fuzzy logic has been seen and it has been concluded that for normal network the obtained value for
throughput is 600, without optimization is 200 and with optimization is 230. Similarly, it has been seen
that for normal network the obtained value for delay is .4, without optimization is 13 and with
optimization is 3 and for normal network the obtained value for PDR is 45, without optimization is 90
and with optimization is 45.
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Figure 4. Iteration /S Throughput

Above figure, shows the graph between iteration V/S throughputs. In this, five iteration has been taken
which is shown by blue, green, yellow, black and red colour. For 5 time of data transfer, the five
different iteration values of throughput are 190, 200, 450, 430 and 500.
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Figure Error! No text of specified style in document.. Round V/S Throughput
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Above figure, shows the graph between round wise output V/S times of data transfer for throughput
for 5 rounds. From graph the average value of throughput for 5 times= 400. Also the average
throughput value = 53%.
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Figure 6. Iteration V/S Delay

Above figure, shows the graph between iteration V/S delay. In these five iterations, has been taken
which is shown by blue, green, yellow, black and red colour. For 5 time of data transfer, the five
different iteration values of delay are 3.5, 14, 14.5, 18 and 20.
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Figure 7. Round versus Delay
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Above figure, shows the graph between round wise output V/S times of data transfer for delay for 5

rounds. From graph the average value of delay for 5 times=.5.

n Figure &
File Edit View Incert

Sde| R

Toaols Desktop

Window  Help
o P N "ﬂ.@ I""\-._J a": - "-__'I_-FJ D IE' m OO

iterations V'S PDR With AQDV

itaration wise PDR

= cn =~
]

2.5 3 35 4
TIMES OF DATA TRANSFER

15 2

Figure 8. Iteration V/S PDR
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Above figure, shows the graph between iteration VV/S PDR. In this five iteration has been taken which
is shown by blue, green, yellow, black and red colour. For 5 time of data transfer, the five different

iteration values of delay are 3.5, 14, 14.5, 18 and 20.
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Figure 9. Round versus PDR

Above figure, shows the graph between round wise output V/S times of data transfer for PDR for 5
rounds. From graph the average value of PDR for 5 times= 94. Also the average PDR value = 94%.
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Figure 10. Iteration V/S Routing Overhead

Above figure, shows the graph between iteration V/S Overhead. In this five iteration has been taken
which is shown by blue, green, yellow, black and red colour. For 5 time of data transfer, the five
different iteration values of routing overhead are 400, 600, 550, 1600 and 1650.
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Figure 11. Round versus Routing Overhead
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Above figure, shows the graph between round wise output V/S times of data transfer for routing
overhead for 5 rounds. From graph the average value of routing overhead for 5 times= 120.

B. With optimization using fuzzy logic
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Figure 12. Iteration V/S Throughput after optimization

Above figure, shows the graph between iteration V/S throughput using optimization method. In this
five iteration has been taken which is shown by blue, green, yellow, black and red colour. For 5 time
of data transfer, the five different iteration values of throughput using optimization are 100, 200, 400,
430 and 500.
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Figure 13. Round versus Throughput using Optimization
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Above figure, shows the graph between round wise output V/S times of data transfer for throughput
for 5 rounds using optimization method. From graph the average value of throughput using
optimization method for 5 times= .540.

- e g p——
File Edit Wiew Insert Tesls Desktep Windew Help :

Ndde | BRSO RA- 2| 0E am

iterations V'S End to End Delay after optimization
16

14M

iteration wise Delay
o

1 I 1
1 1.5 2 25 3 3.5 4 45 5
TIMES OF DATA TRANSFER

Figure 14. Iteration V/S Delay after optimization

Above figure, shows the graph between iteration /S delay using optimization method. In these five
iterations, has been taken which is shown by blue, green, yellow, black and red colour. For 5 time of

data transfer, the five different iteration values of delay using optimization are 1.3, 2.3, 3.1, 4.1 and
14.1
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Figure 15. Iteration V/S PDR after optimization
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Above figure, shows the graph between iteration /S PDR using optimization method. In these five
iterations, has been taken which is shown by blue, green, yellow, black and red colour. For 5 time of
data transfer, the five different iteration values of PDR using optimization are 100, 200, 400, 430 and
500.
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Figure 16. Round versus PDR using Optimization

Above figure, shows the graph between round wise output V/S times of data transfer for PDR for 5
rounds using optimization method. From graph the average value of PDR using optimization method
for 5 times= 94.9.
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Figure 17. Iteration V/S routing overhead after optimization
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Above figure, shows the graph between iteration V/S routing overhead using optimization method. In
these five iterations, has been taken which is shown by blue, green, yellow, black and red colour. For
5 time of data transfer, the five different iteration values of routing overhead using optimization are .1,
500, 850, 1100 and 1200.
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Figure 18. Round versus Routing Overhead using Optimization

Above figure, shows the graph between round wise output V/S times of data transfer for routing
overhead for 5 rounds using optimization method. From graph the average value of routing overhead
using optimization method for 5 times= 1100.

Table I. Throughput (%)without optimization:

S. No. A/C to lteration A/C to Round
1 76 53
2 74 53.5
3 76 54
4 77 53
5 76 52.8
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Figure 18. Throughput without optimization

Above table and graph show the throughput comparison between throughput according to iteration and
throughput according to round for without optimization. Blue color line show the throughput according
to the iteration and red color line show the throughput according to the round.

Table I1. Throughput (%) with optimization:

S. No. A/C to Iteration A/C to Round

1 81 57

2 78 58

3 82 53

4 79 56

5 81 55

Throughput with optimization

90
EQ __‘_.__*_.._-ﬁ-_.__.___—._

_ 70

e T e —————

E. 50

%ﬂ ;E ——4,/Cto Iteration

= 20 —ll— 4,/Cto Round
10
o

Wwww.ijaera.org

1 2z 3 4 5

Mao. of Exp

Figure 19. Throughput with optimization
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Above table and graph show the throughput comparison between throughput according to iteration and
throughput according to round for with optimization. Blue color line show the throughput according
to the iteration and red color line show the throughput according to the round.

Table 111. Delay (ms) without optimization:

S. No. A/C to Iteration A/C to Round
1 14.5 0.5
2 14 0.56
3 13.8 0.51
4 15.6 0.62
5 16 0.58
Delay without optimization
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Figure 20. Delay without optimization

Above table and graph show the delay comparison between delay according to iteration and delay
according to round for without optimization. Blue color line show the delay according to the iteration
and red color line show the delay according to the round.

Table 1V. Delay (ms) with optimization:

S. No. A/C to Iteration A/C to Round
1 5.7 04
2 6 0.4
3 4.3 0.38
4 5.5 0.42
5 5.8 0.36
Wwww.ijaera.org ©2016, IJA-ERA - All Rights Reserved 341



http://www.ijaera.org/

International Journal of Advanced Engineering Research and Applications | Volume - 2, Issue -6

(IJA-ERA)

Delay with optimization

7
B .__’z-‘\ /.____._‘
_ 5 v
E,
H
3
&
2
1
Q
1 2 3 4 5
MNo. of Exp

Figure 21. Delay with optimization
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Above table and graph show the delay comparison between delay according to iteration and delay
according to round for with optimization. Blue color line show the delay according to the iteration and

red color line show the delay according to the round.
Table V. PDR (%) without optimization:

S. No. A/C to lteration A/C to Round
1 97.5 96.4
2 98 95.3
3 97 96
4 96.8 96.8
5 98.4 95.4
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Figure 22. PDR without optimization
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Above table and graph show the packet delivery ratio comparison between packet delivery ratio
according to iteration and packet delivery ratio according to round for without optimization. Blue color
line show the packet delivery ratio according to the iteration and red color line show the packet delivery
ratio according to the round.

Table VI. PDR (%) Table with optimization:

S. No. A/C to Iteration A/C to Round
1 98 96
2 98.6 97.1
3 97.8 96.7
4 98.8 96.2
5 99.2 97.6
PDR with optimization
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Figure 23. PDR with optimization

Above table and graph show the packet delivery ratio comparison between packet delivery ratio
according to iteration and packet delivery ratio according to round for with optimization. Blue color
line show the packet delivery ratio according to the iteration and red color line show the packet delivery
ratio according to the round.

Table VII. ROH without optimization:

S. No. A/C to Iteration A/C to Round
1 1400 1302
2 1460 1380
3 1520 1460
4 1380 1320
5 1470 1240
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Figure 24. ROH without optimization

Above table and graph show the routing overhead comparison between routing overhead according to
iteration and routing overhead according to round for without optimization. Blue color line show the
routing overhead according to the iteration and red color line show the routing overhead according to
the round.

Table VIII. ROH with optimization:

S. No. A/C to Iteration A/C to Round
1 600 644
2 540 345
3 720 380
4 450 410
5 930 340

ROH with optimization
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Figure 25. ROH with optimization
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Above table and graph show the routing overhead comparison between routing overhead according to
iteration and routing overhead according to round for with optimization. Blue color line show the
routing overhead according to the iteration and red color line show the routing overhead according to
the round.

V. CONCLUSION

Al methods are gaining more interest in providing security and they are very good in learning process.
As it is known fact that cyber security has lots of attacks so they must be prevented. In this work usage
of genetic algorithm with fuzzy rule set has been implemented for detection as well as prevention of
attacks in the network. It has been concluded that the proposed algorithm has good rate of accuracy.
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